NHOOPMALIMOHHASA ITAMSATKA
JJIA OBYYAIOIIIUXCA

C KaxIpIM TOJOM MOJIOJCKH B HUHTEPHETE CTAHOBUTHCA OOJIblIE, a
IIKOJbHUKM OJIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenel Pynera. Mexnmy Tem,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0JKHA TOMOYb Te0e 0€30IacHO HaXOAUTHCS B CETH.
KomnbrorepHbie BUPYChI
KoMmnbloTepHblidi BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrpaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.
B nomnonneHue Kk 3TOMy, BUPYChl MOTYT HMOBPEAUTH WU MOJHOCTHIO YHUUTOKUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTo Obliia
3alylnieHa 3apaKeHHash MporpamMma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
pacrpoCTPaHSAIOTCS BUPYChI YEPE3 UHTEPHET.
MeTozbl 32Tl OT BPEIOHOCHBIX MPOrPaMM:
1. Hcnonp3yldi COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMbBI, MUMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;
2. TloctosHHO ycTaHaBnuBail madtd (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C LETbI0 JOPAOOTKHM MPOTPaMMBbI) U JpYyrue
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJIBKO C
opummanbHoro caita paszpadborunka Oc. Ecimm  cymecTtByeT — pexum
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIFOUH €T0;
3. PabGoraii Ha CBOEM KOMIIBIOTEpPE TMOJ IMpaBaMH IOJb30BATENA, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;
4. Hcnonb3yil  aHTUBHPYCHBIE  INPOTPAMMHBIE  TNPOAYKTHI  HU3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;
5. Orpannub PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl TOCTOPOHHMX JIHII;
6. Ucnonp3yil BHENTHUE HOCUTENW WHGOOPMAINH, Takue Kak (Ielika, AUCK WIH
¢aiin u3 uHTEpPHETA, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbiBaii KOMIIbIOTEpHbIC (haijibl, TOJYyUYCHHbIE W3 HEHAJCKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpHUCTaT TBOM 3HAKOMBIN. Jlydie yTounu
y HET0, OTIIPABJISUI JIU OH TeOe UX.
Cetu WI-FI
Wi-Fi - 3T0 He BWA mepefadd JaHHBIX, HC TCXHOJIOTHS, a BCETrO JIHUIIb OPCHI,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIAHUSI 3aperucTpupoBajna OpeH.I
"WECA", uto o6o3Hauasio cinoBocouetanue "Wireless Fidelity", koTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".
Jlo Hamero BpeMeHM JAolia Apyras a0OpeBuaTypa, KOTopas SBJISIETCS TaKOW Ke
TexHosorue. 1o adbopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHAAapT BhICHICH 3ByKoBOW TexHuku Hi-Fi, uro B mepeBoje o3Hadaer
"BBICOKAsi TOYHOCTB".
Jla, OecruaTHBIA HHTEPHET-IOCTYN B Kade, OTeNsIX W adporopTax sBISETCS
OTJINYHOM BO3MOKHOCTBIO BbIXO/Ja B MHTEpHET. Ho MHOrue skcnepThl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBastoTCS 0€30MacHBIMU.



CoBeTbl 110 0€30MaCHOCTH Pa0dOTHI B 00MIEOCTYMHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro imuHyro uHpopmaruio yepes oodmenoctynasie Wi-Fi cern.
PaboTast B HuUX, KellaTeIbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI U KaKHE-TO
HOMEDA;

2. Ucnionp3yit u 0OHOBISIA aHTUBUPYCHBIE MTpOrpaMMBbl B Opanamayep. Tem cambiM
ThI 00€30MacuIIb ce0s OT 3aKaYKK BUPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi oTkimtoun @yskiuio "OOumit qoctyn k (daitnam u
npuntepam". JlaHHas (QyHKIMS 3aKpbITa MO YMOJYAHHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATEIM aKTUBUPYIOT €€ /Il yA100CTBa UCIIOIb30BaHMs B paboTe wiun yueoe;
4. He ucnonp3yid nyonuunsiidi WI-FI nis nepenaym JTUYHBIX [TaHHBIX, HAIpUMED
JUISl BBIXO/Ia B COLMAJIbHBIE CETH UJIU B DJIEKTPOHHYIO MTOUTY;

5. Mcnone3yit Tonbko 3ammieHHoe coenunenue yepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-asipeca BBOAU UMEHHO "https://";

6. B wmoOunbHOM Tenedone ortkaroun ¢GyHknuoo Tloakmouenune k  Wi-Fi
aBToMatuyecku". He pomyckaill aBTOMaTu4yeckoro IMOAKIIOYEHHUS YCTPOMCTBa K
cetsim Wi-Fi 6e3 TBoero coriacusl.

CouuajbHble ceTH

ConuanbHbple CETH aKTUBHO BXOJAT B Hally >KM3Hb, MHOTHE JIIOJU PabOTarOT U
KUBYT TaM INOCTOSAHHO, a B Facebook yxxe 3apeructpupoBaH MUIUIMApA YE€IOBEK,
4TO SIBJISIETCS OJTHOM CebMOM BCeX KUTeNeH IlaHeThl. MHOTHE MO0JIb30BaTEN HE
MOHMMAIOT, YTO HWH(OpMaIMs, pa3MelIeHHAass UMH B COLIMAJBHBIX CETSIX, MOXKET
ObITh HalJ€HAa W MCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTEIbHO C
0JIaruMy HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMANIBHBIX CETSIX:

1. Orpannyb cnucok Apy3ei. Y TeOs B ApY3bsSX HE JNOJKHO OBITh CIy4alWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammumiail cBOIO 4YacTHYIO ku3Hb. He ykaspiBail maponu, tenedoHbI, aapeca,
JaTy TBOETO POXKJIEHUS M JAPYTyH JWYHYI0 HHGOpPMaLUIO. 3JI0yMBINUIEHHUKU
MOTYT HCIOJIb30BaTh Ja)xke HHQOpPMAIMI0 O TOM, Kak Thl U TBOM POAUTEIU
IUTAHUPYETE IPOBECTU KAHUKYJIbI;

3. 3amuimai CBOIO peryTalyio - JASPKH €€ B YHCTOTE M 3ajaBail ceOe BOIPOC:
XoTen Obl Thl, YTOOBI JpYrHe€ IOJB30BAaTENM BUAEIU, YTO Thl 3arpy’Kaemib?
[Tonymail, mpexxe 4eM 4To-To OIMyOJIMKOBATh, HAIIKCATh U 3arpy3UTh;

4. Ecnu TBI TOBOpHIIb C JIOJBMH, KOTOPBIX HE 3HACllb, HE HCIOJb3YH CBOE
peangbHOe UMS U IPYTyI0 JUYHYIO MH(OpMALUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U Mpoyee;

5. Uz0beraii pasmemenust ¢ororpaduit B MHTEpHETE, TIe Thl H300paKEH Ha
MECTHOCTH, 10 KOTOPOW MOKHO

ONPENEIIUTHh TBOE MECTOIOJIOKEHHUE;

6. [lpu perucrtpanuu B COLMAIBHOM CETH HEOOXOIUMO HCIIONB30BATh CIIOKHBIE
apoJIx, COCTOSIIINE U3 OYKB M LIM(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;

7. Ang couuanbHON CEeTH, MOYTHI U APYTUX CAalTOB HEOOXOIMMO HCHOJIb30BaTh
pasnple maposnd. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH IOJTy4at
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.



DJIEKTPOHHBbIE JeHbIH

ONeKTpOHHBIE JEHBIM - OTO OYEHb YJIOOHBIM CHOCO0 IUIaTeXel, OJHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3T ICHBIH.

ONEKTPOHHBIE JICHBIM IMOSBHIMCh COBCEM HENABHO M HMMEHHO H3-3a ATOTO BO
MHOTUX T'OCYyAapCTBax A0 CHUX MOP HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, /€ UX
pa3AeIsIlOT Ha HECKOJIBKO BHUJIOB - AaHOHMMHBIE U HE aHOHHWMHbIE. Pa3Huia B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellIaeTcs MPOBOAUTH oOmepanuu 0e3
UACHTU(UKAIINY TIOJIH30BATENSA, @ B HEAHOHUMHBIX UACHTH(PHUKAIUS MTOJIb30BATENS
SBIISIETCS] 00S3aTEIHHOM.

Taxxe crnemyer  pasnuyarh  DIEKTPOHHbIE  (GUATHBIE  JEHBIU  (paBHBI
TOCY/IapCTBEHHBIM BalllOTaM) M DSJEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE pPaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOM padOTe € IIEKTPOHHBIMU JIEHBIAMU:

1. IlpuBsku K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA M OBICTPBIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBIN TeneoH MOMOXKET, €CiH
3a0yJienb CBOM IUIaTEXHBIM MMapojib WM 3alJellb Ha CalT C HE3HAaKOMOTo
YCTPOMCTBA;

2. Hcnonb3yii oxpHopa3zoBble maposid. llocnme mepexoma Ha  yCHIICHHYHO
aBTOpHU3alLMI0 TeOe yke He OyJeT yrpokaThb ONAacHOCTh Kpa)XXM WJIM IepexBara
IJIATEKHOTO MapOJIs;

3. BoiOepu cioxHbIi mapois. [IpectynHukaMm OyeT HE MPOCTO yrajaTh CIOMKHBIN
napodib. HajexxHple maposu - 370 mapoid, KOTOpbIE COAEPKAT HE MEHEE 8 3HAKOB
¥ BKJIIOYAIOT B ce0d CTPOYHBIE M MPOMHCHBbIE OYKBBI, HU(MPHI U HECKOIBKO
CUMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOAM CBOM JTMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSCILIb.
DJIeKTPOHHAS MOYTA

ONeKTpoHHAss Io4YTa - 3TO TEXHOJOTWS M MPEAOCTaBIIEMBIE €0 YCIYIH IIO
NEPECHUIKE U MOIYYECHHIO JIEKTPOHHBIX COOOIIEHU, KOTOPbIE paclpeaesoTcs B
KOMIBIOTEpHOW ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUAT
CIIEYIOIMM 00pa3oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMme nepeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TlepeaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C AIEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh mpaBWIbHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JIOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He ykaspiBali B JMYHOM mouTe JU4HYr0 uHpopmanuio. Hanpumep, myduie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unu "pok2013" BmecTo "Temal3";

3. Mcnonp3yil OBYX3TAaHYIO aBTOPHU3ALMIO. DTO KOTJa IMOMHUMO IAapoJisi HYXKHO
BBOJUTH KOJ, MpUChUIaeMblii M0 SMS;

4. BeiOepu cII0KHBIN 11apostb. JIJIsl KaKI0r0 OYTOBOTO SIHUKA JOJDKCH OBITH CBOM
HAJIC)KHBIM, YCTOWYMBBIM K B3JIOMY MapOJIb;

5. Ecnu ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH
3Ty BO3MOKHOCTb;



6. Mcrionb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbIid JUIs1 4aCTHOM MEPENHCKU C
aapecaTaMy, KOTOPbIM Tbl JOBEpSCIIb. DTO SJEKTPOHHBIA aJpec HE HalOo
UCITIOJIB30BaTh MIPU PErUCTpaliuy Ha (popyMax u caiTax;

7. He oTkpbIBaii (haiiiabl U ApyTrUe BIOXKEHUS B MUCbMaX, AK€ €CJIM OHU MPUIILIH
OT TBOUX Jipy3el. Jlydllie yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (haiiibl;

8. Ilocne okoHUaHMsI paOOTHI Ha MOYTOBOM CEPBUCE MEPEN 3aKPHITUEM BKIAJIKH C
caiToM He 320y HaKaTh Ha "BeiiTu".

KubepOy/JIMHT WM BUPTYaJIbHOE U3/1€BaTeIbCTBO

KuGepOymauHr - mpecienoBaHHE COOOIIEHUSMHU, COJEPXKALIUMHU OCKOpOJIeHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIbHOE OOMKOTUPOBAHKUE C TOMOILBIO
pPa3IMYHBIX UTHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITMHTOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: mocoBETOBaThLCA Kak ce0sl BECTH U, €CIIU
HET TOT0, K KOMY MOXXHO OOpaTUThCS, TO BHAYajIe YCIIOKOUThCS. Eciiu Thl HauHEIIb
OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €€ OOJbIlE Pa30XiKellb
KOH(DITUKT;

2. Yupasnsiii cBoeit kubeppernyTaue;

3. AHOHUMHOCTH B ceTu MHHUMas. CyIleCTBYIOT CITIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTHM XYJIUTAaHCKUWA o00pa3 BHUpPTyalbHOW >ku3HU. WHTEpHET
(uKCUpyeT BCE TBOM JEUCTBHS M COXpAHSET UX. YJAIUTh UX OyJIeT KpaiHe
3aTPYAHUTEIIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHnuHbli HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jdy4uie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4ajabHOM CTaluu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMU, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKM OTIPABKH COOOILIEHUH C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnmu T1h1 cBumerenb kuOepOyinmuHra. TBOM JEHCTBUS: BBICTYNUTH TMPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLECHUBAIOTCS HEraTUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKass MOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpkaT B ceOe BIOJHE B3POCIbIN
GyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMIboTepamMu. OJHAKO, CPEACTB 3aUIUTHI JJIs1 MOJJOOHBIX YCTPOUCTB MOKA OYEHB
Majno. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX THPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 175 [1K, To jxe camoe kacaeTcst U MOOMJIbHBIX MPUITOKEHH.
CoBpeMeHHbIe MOOWIIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIE
aHaJIOTH, OJHAKO paciupeHue (yHKIHMOHAJIA BIIEYET 3a CO0O0M OOJBIIYIO
CJIOKHOCTh M MEHBIIIYIO 3aIIHUIIEHHOCTb.

Jlaneko He BCEe TMPOU3BOJUTENHM BBIMYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:



Huuero He siBaseTcs IMO-HaCTOAIMICMY OecraTHBIM. BYI[L OCTOPOIKCH, BEAb KOT'da
TeOe npcajiararoT

OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHbIE YCIIYTH;
Hymaii, mpexze uem ornpaButb SMS, ¢hoTo wiu Buaeo. Thl TOUHO 3HAEIIb, TIE
OHM OyAyT B KOHEYHOM UTOTE?

Heo6xoa1mo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETo cMapThoHa;

Hcnone3yit aHTUBHPYCHBIE POTPaMMBbI 11 MOOUIIBHBIX TeNe(OHOB;

He 3arpyxail npuiokKeHUS OT HEHU3BECTHOTO HCTOYHHKA, BEAb OHH MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

[Tocne TOro Kax ThI BBIIACIIB C CaiiTa, I/ie BBOIWI JUUHYIO HH(POPMALINIO, 3ali1U B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuonnueckn mpoBepsii, Kakue IUIATHBIE YCIYTM AKTUBUPOBAaHbI Ha TBOEM
HOMEpE;

JlaBaii cBOIl HOMEp MOOMJIBHOTO Tene(OHa TOJIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSICIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAa Thl UM HE TNoJb3yelibes. He 3a0biBait
WHOTI/1a IpoBepATh 3T0. Online urpsl

CoBpeMEHHbIE OHJIAWH-UIPBI - 3TO KPacOYHbIC, 3aXBaThIBAIOLIME pPa3BICUECHUS,
OOBEIMHAIOIIME COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpoku wuccnenyroor
JAHHBI UM MHUp, OOLIAIOTCA JIPYT C JIPYrOM, BBINOJHSAIOT 3aJaHus, CPAXKAOTCA C
MOHCTPAMH M TOJYYaroT ONBIT. 3a YJOBOJICTBUE OHHU IJIATAT: MOKYMNAOT AMCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MMPUOOPETAIOT KAKUE-TO OILHUU.

Bce 3Tu cpenctBa MayT Ha MOJAEp’KaHWE M PAa3BUTHUE WUIPhl, a TAKXKE HA caMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJ1sl TPOTPaMM ), 3aKPhIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B mogoOHBIX urpax CTOUT omacaTrbCcs HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJIBKO
Kpa)ki TBOET0 NapoJist, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3aLMU OOJBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKAayHTA:

1. Ecnu apyroit urpok Beaer ceOs IUIOXO WM co3AaeT TeOe HENpHUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxamyiicss agMUHUCTpaTOpaM HIPbl HA IUIOXO€ IOBENEHHME 3TOrO0 HUIPOKA,
KenaTelIbHO MPUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaiil muuHyto nHpopMaluio B npodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBiuBait HeouiMaabHbIe MATYA U MO/IBI;

6. Mcnosib3yii CIOKHBIE U Pa3HBIE MMAPOJIH;

7. Jdaxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka Tl Urpaenib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIHHT UM KPAKa JTHYHBIX JAHHBIX

OObIYHOM Kpakeil JIeHer M JOKYMEHTOB CETOJIHSl YK€ HMKOTO HE YAMBHILb, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTUN 3TTI0YMBIIIJIEHHUKN MEPEMECTUIIUCH B UHTEPHET,
1 TIPOJIOKAIOT 3aHUMATHCS " TFOOMMBIM' ICIIOM.



Tak mosiBUiIach HOBasl yrpo3a: MHTEPHET-MOLUICHHUYECTBA WM (DUIIHHT, TJIaBHAs
1e’db  KOTOPOro  COCTOUT B TOJYyYEHUM KOH(HMIICHLIHUANBHBIX  JaHHBIX
MOJIb30BaTENEeH - JJOrMHOB U maposiei. Ha anrnmiickom si3bike phishing yurtaercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHOBHBIE COBETHI IO 0OPHOE C (PUITUHTOM:

1. Cnenau 3a cBoMM akkayHTOM. Eciiu Thl mojo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOILIUTH aJIMUHUCTpPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Hcnonw3yii Oe3omacHble BeO-CaliThl, B TOM YHCIE, WHTEPHET-Mara3uHOB U
MIOMCKOBBIX CUCTEM;

3. cnone3y#t croskHbIC W pa3Hble apoiu. Takum oOpa3oM, eciau Te0s B3JIOMAIOT,
TO 3JI0YMBIILIEHHUKH OJTY4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(]HIIIO B CETH,
a He KO BCEM;

4. Ecnu Tebst B31OMalIy, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J00aBieHbI Y T€OS B JPY3biX, O TOM, 4TO T€Os B3JIOMAJU U, BOBMOXHO,
OT TBOETO UMEHHU OYyJIET PacChUIAThCA CIlaM U CCHUIKM Ha (PUIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TeNe(OH;

6. OTKII0UM COXpaHEHHUe MaposIs B Opay3epe;

7. He oTkpbIiBaii (haliasl U ApyTHUe BIOKEHUS B MUChMaX, HaKe €CJIM OHU MPUIILIH
OT TBOUX Jipy3ei. Jlydilie yTouHU y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TU (alJbl.
Hudposas penyranus

[MuppoBas penyranus - 3T0 HEraTUBHAs WM MMO3UTHBHAs MH(OpMaLUA B CETU O
tebe. Kommpometupyromas uHopMainus, pa3MeilleHHass B HWHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penyTtanus" - 3T0 TBOW UMUK, KOTOPBIA GopMupyercs U3 uHpopmanuu o Tede B
UHTEpHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTHU
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCA K MyOJIMKaluu JTUYHON
uHpopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXHBIX MOciencTBuil. Tol qaxe He
CMOJKeIIb IorafaThbcsi O TOM, 4To ¢ororpadus, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

Kommenrtapuu, pasmemienue TBoux ¢oTorpaduit u Apyrue ACHUCTBUS MOTYT HE
MCYE3HYTh JAXKE IMOCJE TOro, KaK Thl UX YJalIHIlb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty MH(OpMaIHIO, IToNaia JIM OHa B IOUCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KaIOIIME JIFOAH, KOTOPble HAMAYT U YBUIAT
sT0. Hailtn uHpOpMalnio MHOTO JET CIYCTS CMOXET JH00M - Kak U3 J00phIX
noOyX/JIeHU, TaK U C HaMEPEHHWEM HIPUYUHUTH Bped. DTO MOMKET ObITh KTO
YTOHO.

OCHOBHBIE COBETHI TI0 3aIUTE U(PPOBOI permyTaIuu:

1. [Tomymaii, mpexie 4eMm 4yTo-To MyOJUKOBAThH U MepeaaBaTh y ceOs B 010re Ui B
COIIMAJIbHOM CETH;

2. B nactporikax npoduiis yCTaHOBH OTPAaHUYEHUSI HA TPOCMOTP TBOETO Tpoduis
U €ro COJEPKUMOTO0, CAeIall ero ToiabKo "miis apy3en”;



3. He pasmemaii u He ykasbiBail WMH(OpPMaIMIO, KOTOpas MOXKET KOro-imdo
OCKOPOJIATH WJIK O0MKaTh. ABTOPCKOE MPAaBo

CoBpeMeHHbIE MIKOJIHUKHU - aKTUBHBIC MOJIb30BaTEIU IU(POBOTO MPOCTPAHCTBA.
OpHako Jalieko HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMH BO3MOXXHOCTSIMH
nudpoBoro mupa TpeOyeT CcoOJIOJeHUs TpaB Ha MHTEIUICKTYalIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyalIbHAsi COOCTBEHHOCTh" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YEJIOBEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300PETEHHI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI U yCIYTH, U 3aKaHYMBasi KHUTaMH, Gororpapusimu,
KUHO(DUIBMAMH U MY3bIKaIbHBIMHU MPOU3BEICHHUSIMH.

ABTOpcKHE TMpaBa - 3TO NpaBa Ha MHTEIUIEKTYalbHYI0 COOCTBEHHOCTh Ha
IPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME IPaBa BHICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYYUTh W3BECTHOCTh W mNpu3HaHue. Hukro 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpoCTpaHsiTh, MyOJIWYHO JEMOHCTPUPOBaTh, IPOJaBaTh, HMIIOPTHUPOBATH,
NycKaTb B IPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHOIHATh B 3QUpE WU
pa3memars B IHTEpHETE.

Hcnonp3oBaHue "MUpaTCKOro" MpOrpaMMHOIO OOECTIEUEHHUs] MOYKET MPHUBECTH K
MHOTHM pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HelerajgbHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JErajbHble M O€CIUIaTHbIE MPOTPaMMBbI, KOTOpPbIE
MO>KHO HANTH B CETH.

O nopraJue

CeteBuuoK.pd - TBOU TJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacCHOCTH B CETH TMOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a NMPU BO3HUKHOBEHHUHU
KPUTHYECKON CUTyallMM OOpAaTUThCSA 3a COBETOM. A TakXe NPHUHATH Yy4acTHE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !

[Ipunoxenue



